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Abstract

IA is information that relates to the safety or insecurity of data and service that reside in the cloud computing
spaces. Due to the benefits that are enshrined by cloud technologies organizations are using the cloud technologies
as solutions to scalability, costs and flexibility while addressing issues of data privacy and security threats and
compliance. It is for this reason that in this paper, the following aspects will be addressed; information assurance
and cloud computing and other elements of information assurance such as CIA triad, authentication and non-
repudiation. It also defines risk at the present time to mean data breach, insider threats, and Distributed Denial of
Service (DDoS) attack among others; and how each of these organizations can pursue risk management strategies
to such risks. In addition, this paper examines the data privacy aspect and the legal regulation of and concerns with
cloud security in the shared responsibility model. By going through the organization information assurance plan,
it is asserted that risk identification, assessment and monitoring, and information asset protection such us data
encryption, and access should be acknowledged. Thus it becomes possible to implant sound security solution into
the cloud computing solutions/ So by emulating on the best practices in support of the security/organizations gain
all the benefits of Cloud computing. This paper gives a detailed insight of how Information assurance in cloud
environment in a world that is going digital can be handled.
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INTRODUCTION

Information assurance (IA) was said to refer to the achievement of protecting the confidentiality, integrity,
availability, authenticity, and reliability of information in an information system. They are blossoming IT sub
discipline that can incorporate components of computer security, security risk management, and information
management to ensure the safeguard of data against damaging/accidental utilization/destruction. Information
assurance also holds a central position when it comes to developing the desired form of confidence and
safeguarding of important information in organizations and protection of valuable data on those systems [1]. Today
shift identification shift has moved towards the IT orientated society knowledge has thus become one of the most
valuable assets that is required in every individual firm and state. This is why after adopting a cloud computing
environment it was realized that securing information had become a challenge and problems are numerous. This
complexity is handled by Information assurance’s assertion that all the layers of the system and implements that
govern the use of information assets are properly addressed from the physical security of computers’ end user
hardware to the security of program structures or software used by the assets. At its core, information assurance
focuses on the five pillars of the CIA Triad [2].

Privacy on its part ensures that such information is only provided to those people who have right to that
information. This is made by application of the principle of encryption, usage of the access controls as well as
other measures within the domain of the protection from unauthorized access. The unique selling point of using
them is they cannot be given wrong data — they will not corrupt, lose or alter the data in any way while in use. This
includes protection from manipulation or in fact any change on the data without the right authorization [3]. These
are situations when information as well as systems are operationally on line in the time required for their use. This
is necessary so as to avoid interruptions and thereby sustaining business and operation in regimes whereby a
business organization is plagued with loss because of interruptions. In addition to the CIA Triad, information
assurance incorporates two other critical aspects:

It is the way of checking whether the user or the system which requests the data or service listed above is allowed
to interact with the system. Of non —repudiation it is simply clears and evident that a claimant cannot be in a
position to deny that he performed a specific function. Surprisingly, it proves to be more accurate in legal and
financial systems that demand occurrence of the actions that took place in the system be demonstrative and a
hundred percent provable [4]. Information assurance is no other systems and information protection alone but the
concept is larger than that. It means the processes for identifying norms has changed for protecting risks of
information in an organization. The institutional purpose of IA is to ensure that an organization is able to determine
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risks that exist for an Information system, and manage the risks. It also consist of proactive monitoring, hoping to
identify risks and threats and respond to these is as fast as can be [5].

As will be illustrated at cloud computing environment, the ASD information assurance process is not an open and
shut case. Security problems are still considered sensitive questions for an organization particularly when it is a
question of distributed systems, third party service providers and common resources. As such, the main advantages
including scalability, low cost, flexibility mean that cloud computing has specific risks that are associated with the
data and the level of control and security. The clouds are thus acknowledgement that the information assurance in
the cloud Latest Sampled embraces the conventional security control methods in addition to those which are novel
for the risks unique to the cloud model of the cloud [6]. Thus, information assurance is recognized as a security
science which in any way, be it traditional or cloud information transfer media, has to safeguard usability,
confidentiality, and integrity of the carried information. It includes a broad perspective, which encompasses the
technological aspect of the issue, existing policies pertaining to security and the solutions to rectify several security
issues through risk management. In this regards, it is impossible to underestimate the importance of the powerful
information assurance Framework as its importance rose with enhanced organizational digitalization processes [7].

OVERVIEW OF CLOUD COMPUTING

The advancement of cloud computing is one among the most disruptive technologies today at least when it comes
to computing environments. This is the managed use of computing resources and services for storage, computation,
applications, networks, and services reachable over the Internet or other networks but not physically located in a
company, a campus, or a remote site [8]. In this regard, cloud computing also present a rich and effective way of
accessing software packages for computational uses via the www without significant physical commitment in
machinery; hence organizations and individuals who may not be heavily invested in machineries can efficiently
obtain optimal computation systems for a short while. The methods of the application across the cloud is one of
the meticulous solution that drove the elastic, easily extendable, comparatively inexpensive over the means of the
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Figure: 1 showing cloud computing challenges

Infrastructure as a Service (laaS): laaS is simply the rental of computing infrastructure, equipment and software
such as servers, storage, networks, etc over the internet. It allows business organizations to lease the virtualized

Nahid Neoaz _https://journal.mediapublikasi.id/index.php/bullet | Page 716




BULLET: Jurnal Multidisiplin Ilmu

Volume 03, No. 06, Desember, 2024

ISSN 2829-2049 (media online)

Hal 715-725

structures at some fixed fee for use and still be in a position to offer a broader usage or, on the other hand, limit
the usage if the situation warrants it. The most recognized known laaS vendors at present are Amazon Web
Services, Windows Azure, and Google Cloud Services [10].

Platform as a Service (PaaS): PaasS give developers a platform on which to build applications & services without
having to undertake the rigorous of establishing the support systems. It supports pre-developed professional
development suites, databases besides applications and frameworks [11]. Of course, it comes as a massive blow
for organizations that have to solely worry about development and do not have to bother with the infrastructure at
hand. Some of the notable PaaS services are as follows; Heroku, Google app engine and so on [12].

Software as a Service (SaaS): SaaS is one of the distribution models through which the software is accessed by
the customer over the internet and mostly on a contract basis on permissioned access. These applications can be
run and provided thru a hosted web browser where no application has to be installed or supported by the user [13].
Saas is probably the most demanded type of cloud computing services and model and comprises the traditional
services like office 365, google workspace and salesforce among others. In addition to these service models, cloud
computing can be deployed in various models based on the level of ownership and control [14].

Public Cloud: Public cloud referred to a situation where ‘computing resources’ are procured from a third party
and can be used by the public and or other organizations. There are AWS, Google cloud and Microsoft Azure and
the multi-tenant public cloud services is comparatively cheap because many consumers use it [15].

Private Cloud: And it can therefore be defined as the selective cloud environment that is only available and
accessible from and within a given firm. It could be run inside the organization or could be tendered out to an
outside contractor such public storage comes with different compliancy or regulate requirement that are all
beneficial to enabling organizations work independently on data security and privacy [16].

Hybrid Cloud: Hybrid cloud is indeed the aggregate of the private cloud and the versatility of the public cloud,
& gives a choice for loads to be transferred or worked in either. They afford the capacity as movement among one
cloud structure to another one or internal status or to gain extra resources as needed [17].

Cost, Scale and Flexibility: This therefore means that organizations can always scale up or, likewise, scale down
their capacity depending on the requirement thus it is unprofitable to buy many resources that are rarely used or
buy a small capacity, only to be overwhelmed by usage. Further, the cloud providers also avail their services on a
usage or subscription basis further on top of eliminating high capitals of investments on the realization and
implementation of data centers. But it has its bowlful of problems especially on the security, data privacy and
compliance problems that goes hand in hand with cloud computing [18]. However, if this information is backed
up in another location then organizations will have to consider the security that offered by cloud computing
partners. Talks involving data leak or loss, violation of data privacy and split responsibility demands precise
measures for the protection of information. By being effective, elastic and inexpensive public and private cloud
have revolutionized the manner in which public and private organizations tackle the delivery of services through
IT. But when compute moves its activity and location in to the cloud for data and applications, concerns about
security and governance of this model of computing are sprung in organizations to realize Information assurance
in the cloud. The fundamental principle that users need to understand is on information assurance in cloud systems
[19].

1A in cloud computing environments, therefore, is primarily concerning protection of data, systems, and networks
using the flexibility and scalability features provided by cloud technologies. In the cloud, |A comprises several
key principles accruing mainly from CIA Triad (Confidentiality, Integrity, Availability) with others such as
authentication and non-repudiation being as important in protecting information. Confidentiality makes sure that
data that is of sensitive nature you can only be accessed by the authorized users or computers [20]. In Cloud
computing environments, there is high probability data leakage due to the fact that the data is hosted off site and
at times transferred through different network. In order to keep information a secret, many use encryption methods
in their data communication. Some of the data protection requirements which must be met include data transport
protection, for stored data, access control by applying more enhanced data encryption and managing access them
the identity and access management or IAM systems [21].

Integrity ensures that data is not changed in any way other than is intended or permitted by an authorized agent. In
the cloud, lack of centralized infrastructure where data can be managed, data integrity requires the use of checksum,
hash functions or digital signatures to validate data integrity. It is common that the providers of cloud services
maintain the versions of the files and possess the backups to restore the primary files if they get corrupted, or if
someone changed them maliciously [22]. This makes sure that cloud services and the data are available on call.
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One of the benefits of the distributed architecture of cloud computing is high availability, on the other hand the
essence of distribution increases the vulnerability to incidents such as service disruption or unavailability. These
risks are controlled through redundant facilities; load balance methods; and auto-failover that keeps core
applications and processes active despite problems with hardware or hackers [23].

Global cloud computing market size USD-Billion
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Figure: 2 showing cloud computing market size

CIA Triad is important in cloud computing, but so is user identity confirmation (authentication) and ensuring that
actions cannot be denied (non-repudiation). Justification of the users’ identity and effective cloud accountability
strongly requires the application of proper multi-factor authentication approaches and digital logs. Thus, when
these principles are followed to the later, cloud environments can be more assured of their information protection
from unauthorized personnel, and service availability [24].

SECURITY THREATS ASSOCIATED WITH CLOUD COMPUTING

Cloud computing risk differs in threats that organizations are bound to encounter sometimes in their cloud
computing operations because cloud operations pose serious risks to the privacy, integrity, and accessibility of data
and services. Self-Learning is the process by which an individual learns by adapting new knowledge or skills due
to the increased use for cloud services, it is crucial to understand and counter these threats in order to provide
reliable information assurance [25].
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Figure: 3 showing cloud computing cyber threats

Data Breaches: Among the greatest risks that exist in cloud computing is that it is prone to hacking. Data that is
stored in the clouds is one of the most vulnerable that can be attacked by cybercriminals. Without proper safeguard,
the unauthorized party can gain access, steal or publish personal, financial or intellectual information. That means
encryption, the proper implementation of access controls, and solid methods of authentication are needed to prevent
such cyber-attacks [26].

Insider Threats: Cloud providers, along with their partners, ensure high levels of security, but internal attacks are
always a real threat. Employees are well aware of an organization’s resources and therefore it is relatively easier
for them to circumvent security measures in the cloud environment. Some of the control procedures include
monitoring, auditing, and the use of role-based access control (RBAC) to minimize insider threats [27].

Denial of Service (DoS) Attacks: Another severe danger of the cloud environments is Distributed Denial of
Service (DDoS) attacks. These attacks saturate the cloud services with traffic so as to deny the services to other
legitimate users. In order to protect from DDoS attacks providers use such techniques as load balancing, traffic
filtering, and rate limiting [28].

Data Loss: This is a result of loss of data or deletion, corruption of data or having insufficient backup systems in
place. This means that in cloud computing environments where the data is distributed in different geographic
regions or data centers, it’s important to ensure that there are procedures for backup and recovery to prevent total
data loss [29].
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Misconfigurations: Lack of proper setting or protection for cloud services that are necessary for an organization’s
functioning might provoke the appearance of several weaknesses that can be used by attackers. It can also be seen
that misconfigurations are a potential cause of leakage of structured information or excess access to cloud-related
services [30]. Great care should be exercised to avoid misconfiguration, and the security team ought to periodically
scan for misconfigurations and set up auto-configuration tools.

Shared Responsibility Model: Cloud security inherently follows the shared responsibility model where some
responsibilities are borne by the cloud provider and the other by the customer. Lack of or confusion regarding role
definition and deployment results in security vices. Both the providers and the customers need to understand each
other and have well-articulated policies regarding security in order to combat this problem [31]. In summary, cloud
computing itself has presented various new security threats, thus business organizations have to apply integrated
security measures in order to protect their cloud systems. This includes ‘being ahead of the game’ when it comes
to alerting for risks, constant vigilance and the familiarization with best practices to ensure cloud infrastructure
and data resistant to attack [32].

RISK ASSESSMENT ON THE CLOUD COMPUTING ENVIRONMENT
OPPONENT

Hence, one may regard it as the model through which assessment of risks and opportunities attached to data,
application, and structures, as hosted in cloud technologies, measurement, management and monitoring thereof
can be understood. New threats originate with cloud since the later has to be managed through specific strategies
and measures that will be beneficial for cloud implementation to meet the standard requirement for data protection
and other assurance and regulation requirements [33]. A comprehensive risk management approach in the cloud
involves several key elements: Risk is either measured/assessed it is controlled and finally monitored always within
the line of the process.

Risk Assessment: Risk assessment or more correctly the assessment of threat opportunities is thus the initial and
fundamental level of risk management in the context of the discussed cloud environment. This risk includes the
organizational risks and the risk that may be related to cloud infrastructural, risk that could be related with third
party service provider and split risk between the organizations that want to shift data to cloud and the cloud provider
[34]. A large part of problems in cloud environments are identifiable and comprise of loss, unauthorized access,
availability and compliance losses. Risk assessment should also consider the legal and the regulatory and the
privacy since some of the data and information required for effective risk management are stored in various parts
of the world which is legally bound by other laws [35].

Risk Mitigation: However, as soon as risks have been identified the next step has to be taken to ensure those risks
are either managed or minimized. For IT gc, some of measures are; implementing security standard like: Cloud
storage and data retrieval procedures, access locked down procedure in the data, two factor authorization
mechanism of data, and patching up of rights data. In addition, measures that are required to prevent disruption of
any service, disaster recovery and business continuity should have set pillars Security services also support tools
and services products through which customers of cloud can minimize risks and an intruder for example of
detection, firewall, and others protocols. But they said, it is good for the organizations themselves that they have
embraced a number of tools and governance which is not always the case [36].

Continuous Monitoring: As pointed out in the literature review the cloud risk has many avatars and needs to be
handled preventively and in complementary ways as well as in emergent and as complex and thus requiring a
multiple methods approach. Real-time monitoring does contain features that will allow the status of the security
of an organizations cloud environment to be tracked to assist inv the identification of breaches as they occur. It
can include NL processing tools that analyze unconventional sporadic processes, provide signals and may be useful
for further appropriate actions, electronic access tools which operate in close connection with the above mentioned
tools [37]. The second one is the supervision of the information security situation to ensure that once started, the
risk management process corresponds to classification of cyber threats. Cloud computing risk management is an
activity that may also be on-going, with four processes could include risk identification, risk control, current risk
assessment and risk treatment. In this way the risk management approach shall guarantee both assurance as well
as compliance of the data of an organization as well as eliminating the risk of security threat if which likely to
occur may lead to halt or a poor of the image of the organization [38].
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Figure: 4 Strategies to assess and migrate cloud risks

P11 AND ITS MANAGEMENT SEEMS TO BE THE TWO LARGEST
PHENOMENA

It is the facts that have to be looked at whenever the organization is engaging the cloud computing services some
of which are the security compliance. Since organizations have adopted the cloud services to store simple data let
alone personal, sensitive or confidential data the need to protect such data effectively against loss, misuse or cyber—
attacks is imperative [39]. At the same time they have to sort through a vast amount of the international legal acts
governing circumstances of storage, processing and transfer of the data. If, from the technical and legal perspective,
the cloud computing duties are accomplished, the questions related to data protection and compliance can be
achieved by the organizations irrespective of the data and application outsourcing through the cloud [40].

Data Privacy Concerns: The cloud solution is normally implemented by different third party service and data
providing firms; hence the question of data ownership and protection arises. They become a concern for cloud
providers, because data may be distributed in several geographical regions which raises questions on ownership,
and privacy to data. Cloud customers must be guaranteed that their cloud service provider has at least a very high
standard on data privacy, for example, this must ensure that the cloud service provider uses very strong protection
on the customer’s data as they move around and also when they are idle. Also, if successful; fundamental principles
such as data anonymity and data restriction reduce likelihood of privacy violation through reducing physical
volume of data [41].

Regulatory Compliance: Security of data is legal dependent on the nature of the company and the area where the
company operates. Among these there is General Data Protection Regulation (GDPR) in European Union which
concerns the collection of individual’s data and the Health Insurance Portability and Accountability Act (HIPAA)
in United States which concerns with the privacy and security of health data [42]. Although recognizing that some
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particular cloud service providers have to abide with such regulations, the organizations that obtain cloud services
host improper cloud service illegitimately or are probably unaware of legal consequences of data storage, access,
and transfer [43].

Data Sovereignty: Hence, data ownership relates to the same idea as according to which data is regulated by the
laws of the country of residence. When asked how the cloud providers can meet the data localization the answer
could be that cloud providers could spread the data in several locations and every such location may also have its
own rules on how the data should be dealt with. Some rules in legal regulation limit locations where data can be
stored and organizations price themselves against where their cloud providers have factored those rules [44]. Other
two subcategories of information assurance in the cloud include data protection, and compliance. With this in
mind, organizations require cloud providers that can articulate how these providers are secured, and the sound and
appropriate policies that are in place as embraced by the cloud providers alongside compliance to laws governing
some of these cloud services in the country/region and other parts of the globe [45]. Therefore, this paper is an
attempt to provide some concept and analysis of the legal problems emerge in cloud computing and while
implementing the data security measures organization can safeguard its legal problem to avail the benefit which
cloud computing provides it.

CONCLUSION

Cloud computing information assurance is an essential and complex process of safeguarding cloud environment
both reliability and individuals’ privacy. They are; the emerging threats, mitigation strategies, data protection, and
consequent legal requirements that accompany the ever-growing cloud adoption among organizations. New
challenges are adjusting to the cloud computing environment into which the principles of protection of confidential
information, its integrity, and availability come into their own, along with the requirements for strong
authentication and non-repudiation. These principle, inherent in the cloud environment and the security
requirements are outlined as follows, provide the framework of a good information assurance practice. However,
threats like data breaches, insider threats and DDoS attacks do not take pause and require consistent and integrated
approach on risk management including risk identification, risk management and ongoing monitoring.

From a data privacy and compliance perspective, cloud computing presents a new set of difficulties and concerns
because cloud services are by their nature, international. Cloud customers need to understand how to meet data
residency laws, sector-specific rules, and regulations, and the specifics of the shared responsibility model that
exists between the provider and the user. Just legal implications of having sensitive data such as GDPR, HIPAA
restrictions, good encryption practices and privacy measures need to be met in order to stay safe from malicious
actors. Corporations relying on the CC are only capable of effective information assurance if they incorporate a
risk management strategy. Using conceptual models to illustrate the types of threat and risk that may exist in a
cloud environment, it is argued that when organizations adopt suitable security measures, perform risk analysis,
follow legislation requirements, and carry out routine surveillance of cloud architectures, incredible opportunities
will arise for organizations to protect their immense data assets. Put simply, the cloud can bring out its best while
protecting the company data when key tools, policies and measures are in place.
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